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Globus is ...

a non-profit service
developed and operated by

-] THE UNIVERSITY OF

AR




Our mission is to...

Increase the efficiency and
effectiveness of researchers
engaged In data-driven
science and scholarship
through sustainable software.



&

Our team comprises ...
professional software developers
and business operators with
extensive experience Iin industry

and academia

g’jglObUS globus @9 labs
a uchicago non-profit service



£ Our freemium sustainability model

* Basic capabilities are available free of charge to anyone
engaged In non-profit research

» Subscriptions enable multiple enhanced features for both
end-users and system administrators

» Subscription pricing model based on fairness and equity
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£ Operations are funded by subscribers
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Globus Is a data management
platform that delivers fast and reliable
data transfer, collaboration, and
automation services, directly from
your own storage systems via
software-as-a-service using existing
identities.



£~ “your own storage” can mean different things
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£~ Globus Connectors support diverse systems
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The Globus Web App and
file transfer made simple

Managed transfer & sync Unified data access



£ Assured data transfer ...no babysitter required.

: : User-initiated,
* Fire-and-forget file transfer or automated

and synchronization

transfer request

& Globally accessible B3 1 '
multi-tenant service
globus \ /

3

* Browser-based access to Optional
“small” data g . notifications

« Automated resolution of
transient errors

* Support for on-premises and
cloud storage systems

Globus transfers files
reliably, securely

Compute
Facility

storage

Instrument, storage
system

Lab server system




£ Endpoints, Collections and Globus Connect

* Globus Connect is installed to instantiate an Endpoint

* Endpoints host Collections
— Collections abstract storage
— Users interact with Collections

— There are two types of Collections

o Mapped Collections — Accessed by a user that has a local account on
the storage system that collection abstracts.

o Guest Collections — A collection that uses an existing mapped
collection and adds the ability of a user to share access to their data on
that collection.



£ Globus Connect ®

» Globus Connect Server (GCS) A globus
— Multi user Linux systems connect
— May have different storage types
— Installed by an administrator

— Multiple mapped collections

* Globus Connect Personal (GCP)
— Personal workstations and laptops (single user)

— Installed by the user @

— Single mapped collection




Installing Globus Connect
Personal

globus.org/globus-connect-personal

globus
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Institution Security Domain

Customer owned and
administered storage
system with

Globus Connect
running on it

No data relay
or staging via Globus,
files move directly between e
globus storage locations globus _—
connect connect Rl User identity
mapped to
local account

CONTROL
CHANNEL

Globus Security Domain

Globus service orchestrates file
movement via communication
with Globus Connect

EXTERNAL USER é___,,_,,)

OR APPLICATION
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globus services :s"amazon



£ Globus data movement, a tale of two protocols

» Globus Transfer
— GridFTP
— Fast
— Reliable (network back off, fire and forget, retries on failures)
— Aremote control for data

 Globus Downloads
— HTTPS

— Intended for situations where users don’t have the option of a
destination endpoint

— Direct to the machine doing the pulling
— Likely to bring great sadness for large collections of files



£ GridFTP is reliable, secure ...and fast!
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&
The Globus Web App and a
common data transfer use

case

Managed transfer & sync Unified data access




Scholarship is inherently collaborative ...but how
do we share, distribute data easily yet securely?




Eb- Easy data sharing ...no “special” treatment required

Select files to share,
select user or group,
and set access
permissions

& Globally accessible B3 1 '
multi-tenant service

» Share with collaborators at
any institution, company

« Share from current storage -

globus

no data staging required Globus controls
access to shared files o
* Storage system on existing storage .+ Collaborator logs into Globus
- and accesses shared files;
admln!strators can enforce ~ = no local account required;
compliance policies M\Z download via Globus
1

* Fine-grained access control
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&
The Globus Web App and
a data sharing use case

é collaborators
colleagues
Data sharing




£ Globus Subscriptions

* By having a role in a Subscription Management Group
and / or subscribing resources, Subscribers can enable
— File Sharing: The ability to create Guest Collections
— Premium Connectors: beyond POSIX
— Administrative Oversight: The Globus Console
— Usage Reports: Monthly and “since the beginning” stats
— Data Automation Services: The ability to deploy more than one Flow
— HTTPS: Add upload / download to collections

— Manage protected data: Subscription options for protected data
o High Assurance: PII, CUI
o BAA: PHI

... and more!
— globus.org/why-subscribe




How can | find out If my

institution Is a Globus
Subscriber and how can | join

our Subscription Group?

<« [¢] 23 app.globus.org/settings/subscriptions

Finish update &
Y Bookmarks [ UChicage [ Globus [ Personal

Settings

» Logout
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£ Globus core security features

« Access Control &]

— |dentities provided and managed by institution
— Institution controls all access policies
— Globus is identity broker; no access to/storage of user credentials

« Data remain at institutions, not stored by Globus

* |Integrity checks of transferred data

* High availability and redundancy

* Encryption of user files and Globus control data



£ Globus for protected data management

- NIST 800-53
> 800-171 Low+

. ‘ -> PHI, PII, CUI
- Compliant

data sharing

- UChicago BAA with Amazon



£ Globus High Assurance features

« Additional authentication assurance
— Authenticate with a specific identity within session
— Reauthenticate after specified time period

« Session/device isolation
— Authentication context Is per application, per session

* Enforces encryption of all user data in transit
* Audit logging



Eg- With Globus, it's not a tradeoff you need to make...

Access Security
Sharing Privacy
Collaboration Compliance



£ TIMTOWTDI

* Globus webapp (interactive): app.globus.org

* Globus CLI (scriptable!): docs.globus.org/cli/

» Platform tools (developer-friendly):
globus.org/platform/services/tools/

— Python SDK
— JavaScript SDK
— Web Helper pages



£ Data portals

* Either static, or backed by Globus Search service
(an Indexed database hosted by us)

 Example: acdc.alcf.anl.gov

* YOou can have one too

— Django framework (you host)
github.com/globus/django-globus-portal-framework

— Or zero infrastructure one (based on GitHub Pages)
github.com/globus/template-data-portal



£ Support resources

* Globus documentation: docs.globus.org
 YouTube channel: youtube.com/GlobusOnline
* Helpdesk: support@globus.org

* Mailing Lists: globus.org/mailing-lists
 Customer engagement team (office hours)

* Professional services team (advisory, custom work)
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